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(54) Method to mylti-ssast data paclcets to mobile statsons, aod related gateway, service mnd 
muting raodes 



(57) To transfer public data packets (PU-DP) frorri 
an originating tsrmirsai (T£) to a plurality' of mobiis sta- 
tions (ivISI , MS2. MS3. MS4, MS6) Qvsr a ptibiic data 
packet sietwofk (iNTERNET) and a mobile data packet 
network (GPRS-SYSTEM), ttts public data packets 
(PU-DP) are mufti-casted tiirosjgh the public data packet 
network (INTERNET) by means of a muits-cast address 



|PiJ-MCA5 in an overnead sectfon (PU-H) ot the Dyblto 
data packets (PU-DP). In addition, the pobtic data pack- 
ets (Pli-DP) are muiti-casted through at least part of the 
mobile data packet network (GPRvS-SYSTEM) by 
means of a private multi-cast address (PR-yCA) in an 
overhead secxiors (PR-H) of pnvate data packers (PR- 
DP) tnat runnel the public data packets (PU-DP) through 
the moPHe data packet network (GPRS-SYSTEM). 
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i(f001] The prefisns- inveinlon mi&ies to u rriethod Jo 
transfer data packets over a public date packet network 
and a mobjle data packet network fo a piuraiity of moBiSe 
steiionsasdgfined in the non -characteristic s>artof clais'si 
1 , a gateway node lor interfacing between the public da- 
ta packet netwofit and the rriofciie data packet network 
as defined in the non -characteristic part of c^air^^ 2, a 
service node for serving mobiie stations in the mobiie 
data packet network as dsfifsed irs Ihe non-characteristic 
part of claim 6, as-sd a routing node tor routing data pack- 
ets 'm betwseo gateway nodes and service nodes of ti'm 
mabiSe data packet nehvork as defined in the non^^har- 
acteristtc part of ciasm 9, 

[O&as] Such a method for transferring data packets 
th roygh a mobile data packet network, as weii as a gate- 
way node, service node and routing node of the mobite 
data packet network are aireaay known in the art, e.g. 
from the standard specification 'Digital Ceiluiar Tete- 
aommunications System (i^hase 2-f'): Gemm! Packet 
Radio SetviCB (GPRS): Seivics Description: Stage 2". 
pubtistisd by ETSt (Europsan Te!eoornm>jnieations 
Standards Institute) under the reference T$/SiV!G- 
030380Q. This standard specification is also named 
"GSjV? 03.60 Version 6.0.0" but will be referred to by 
'GPRS Specification" in iiie remainder of this patent ap- 
plication. The GPRS Specification describes a data 
packet sejvfce for a mobsie communication network that 
makes Lise of the QSiVi {Global System for Mobite Com- 
munlcations) air interface for the communication be- 
tween base stations and mobiie stations. For the com- 
munication op to the base stations. She GPRS Specifi- 
cation introduces two new rsstwork nodes: a Gateway 
GPRS Suppoil Node (GGSN) provides inter-working 
between an external or piibiic packet switching network 
arid the mobiie or private packet switching network, 
whereas a Serving GPRS Sispport Node (SGSN) keeps 
track of the individual mobile stations within a certain 
service area, and performs security functions, access 
control and snobilsty functions, e.g. change of SGSN by 
a mobile stabon. The arcttitecture of a GPRS (General 
Packet Radio Service) system built up of Gateway 
GPRS Support Nodes, Serving GPRS Support Nodes, 
Base Stations and i^tobsie Stations is illustrated by Fig- 
ure g and Figure 3 respectively on page 18 and 19 of 
ti^e above cited GPRS Specsficatson. Figure 4 on page 
21 gives an overview of the protocol stack used tor 
transferring data packets tiirough the Gf^RS .system. To 
fouto data packets; rocoiyed from ars eKHsrnal data pack- 
et network fske the internet to a mobiie station in the 
known GPRS system, a so cailed point-to-point tunnel 
is set up frorr! the. Gateway GPPS Support Node 
(GGSN) that receives the data packets from tiie externaf 
data packet network to the Serving GPRS Support Node 
(SGSN) in whose ser\/ice area thB mobile station is re- 
siding. This means that the externai data packets are 
encaps.uiated in interna! data pack«!ts --n -he Gsleway 



GPRS Support Noci-J. that these in-ernai data packets 
ajiEs routed -o fhe Scisving GPRS Suppcsri Mode accord- 
ance witi-s an internal routing protocol, and that the ex- 
ternal data packets are de-capsuiated from the interr^a! 

5 data packets in the Serving GPRS Support Node to be 
forwarded to the Base Station that will send the data 
packets to the mobile station over the air interface. 
[OQ03I if in the known GPRS system the same data 
packets have to be transferred to more than one mobile 

50 station residing in the same service area, for instance 
fc.'ecause these -rsobiie s-a-ioris are nier;>be!s oi -he 
same rriuiticast group in the externa! ristwork, these da- 
ta packets will independently be forwarded irorn the 
Gateway GPRS Support Node (GGSM) to the different 
mobiie stations via separate point-to-point tunneis. In 
such situations, r?etvvork resources are inefficientiy used 
in the known mobile data packet network because du- 
plicated data packets are transferred over the common 
part ot the routes to the different triobiie terminais, 

so [QOM] An object of the present invention is to provide 
a method for transferring data packets through a mobiie 
data packet network, as well as a gateway node, a serv- 
ice node and a routing node similar to the above known 
ones, but which use network resources, i.e. bandwidth 

25 capacity, more sfticisntly in case the same data pacl^ets 
have to be routed to a plurality of mobile terminals. 
[OOOS] According to the invention, this object is 
achieved by the method to transfer data packets over a 
pubiic data packet network and a mobiie data packet 

30 network to a plurality of mobite stations as defined m 
claim 1 , the gateway node for interfacing between the 
pubiic data packet netivork and the mobile data packet 
network as defined in claim 2, the ser^,'ice node for serv- 
ing mobile stations in the mobiie data packet network as 

35 defined in ciaim 6, and the routing node for routing data 
packets in between gateway nodes and service nodes 
of tiie mobile data packet network as defined in claim 9. 
[00061 Indeed, by multi-casting the internal data pack- 
ets {named private data packets in the remainder of this 
patent application because they are routed witbin the 
mobile data packet network that is u.sualiy owned by a 
private operator) that tunnel e.Kternai data packets 
(named public data packets In the remainder of this pat- 
ent application because they are routed through a public 

'fs data packet nehvork such as the internet) that belong to 
an externa! mufti-cast connection, it is avoided that the 
same pubiic data packets are duplicated and encapsu- 
lated ;n different private data packets that are trans- 
ferred over at least partiaiiy common routes in the mo- 

50 bile data packet network. Multi-casting internal data 
packets is realised via internal multi-cast addresses as- 
sociated with external multi-cast groups wf^ere a mobile 
statiori can subschbe to. When a gateway node receives 
pubiic data packets for a multi-cast connection, it will 

55 send the.ss data packets on tbe p-ivate multi -cast tree 
which contains service nodes that contain members of 
the externa! iTiulti-casf group in their .■jervice area. The 
serv!<:e nodes further serid the data packets to the mo- 
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bite staUons that are member of the muiti-cast group via 
poifit-fo-poins conneciici^s. in this way, ihe neiwofk rs- 
sources for tfansfej- of data between the gateway rsodes 
and the service nodes are used mors sfficienSfy and the 
capacity of the mobile data packet r^etwork is enlarged 
significanliy in particular if the share of muiti-cast traffic 
in the aggregate data traffic is significant, 
[0007] it is to be noticed that the term 'comprising', 
used in the claims, should not be inlerpceted as being 
limitatix'-e to the rs-seans iisted ihersaft&r. Thus, the scope 
of the expression 'a device campfistng snsans A and 8' 
shoufd no! be iimited to devices consisttrig orsly of com- 
ponents A and S. it means that with respect to the 
preserst invention, the only relevant componertts of the 
device are A and 8. 

[0008] Sirrsilariy, it ss to be noticed that the term 'cou- 
pled', aiso used in the claims, shouid no^ be interpreted 
as being iimitative to direct connections only. Thus, the 
scope of the expression 'a device A coupied to a device 
B' should not be iimited to devices or systems wherein 
an output of device A is directiy connected to an input 
of device B. It means that there exists a path between 
an output of .A and an input of B which may be a path 
inciudirsg other devices or means, 
[O009] An additional feature of the gateway node ac- 
cording to the present invention is defined by claim 3. 
[OOtOl This, a mobile station car^ become member of 
a ptibiic muiti-cast group by transmitting a public join 
massage towards a gateway node. The gateway node 
can interpret this public join message and inform the 
service node in whose service area the mobiie station 
is residing, that the mobile station becorr^es mejnber of 
the public multi-cast group via a private join message. 
The private join message is addres.sed to the service 
node and contains the pubiic soiri message received by 
the gateway node, it is necessan;/ to first transfer the 
pubiic join message to the gateway node and to feed 
back the pubiic josn message encapsulated in a pnvate 
message to the sesvice node because the setvice node 
cannot interpret the pubiic join message transmitted by 
the mobile statiors towards the gateway node. 
[0011] Ar5 alternative way of joining the pubiic multi- 
cast group requires that the mobile station sends a 
GPR-S specific join mes.-sage that can De interpreted by 
both the service node and the gateway node. This alter- 
native does not require feedback of join messages frona 
the gateway node to the service node but in voSves mod- 
ifscation c-? ttie GPRS stand-nd speciiication becaus«! 
the format of such a Gf-'RS specific join message has 
•o be .?tandar.:i!sed 

[001:gJ Another feature of the gateway node accordirjg 
to the present invention is defined in ciaim 4. 
[0013J In this way, by assignsr^g to the private multi- 
cast group that is associated with a pubiic multi-cast 
group a private muiti-cas1 address that is equal to the 
pubiic muiti-cast address, compiextty of the address as- 
socriation mer^ns -.n ihe gaieway .'jode iS minimi.-sed. No 
table iini<ing ttis private molti-ca,st addresses with the 



pubiic muiti-cast addresses has to be mairrtairsed in 
gateway nodes and soivice nodes. 
[0014] Compared to claim 4, an aitemative implemen- 
tation of the gateway node according to the present In- 

s vention is defined by claim 5, 

[001 S] In this way, the address association means in 
the gateway node needs to keep track of a table wherein 
public multi-cast addresses and associated private mui- 
ti-cast addresses are memorised which mai<es the ad- 

'0 cjress asscJCiatKjn m^sans more complex b-A creaifis a 
greater fiexibililY in assignment and yse of private muiti- 
cast addresses. 

[M18] An additional feature of the service node ac- 
cording to the present invention is defined in ciaim 7. 
[Q017] Thus, the service node is abis to maintain a list 
of mobile stations which are member ot a pubisc muiti- 
cast group. The service node updates the table wherein 
public muiti-cast addresses, private multi-cast address- 
es and mobile stations are iinked upon receipt of join/ 
leave messages sent to it by a gateway rtade. 
[0018] As an aiternative to ciaim 7, claim 8 specific 
that the table wherein public miilti-cast addresses, pri- 
vate multi-cast addresses and mobile stations are linked 
may he updated upon receipt of GPRS specific join./ 
leave messages from mobiie stations that want to join./ 
leave a public muiti-cast group. Such a GPRS specific 
join/leave message can be interpreted by the service 
node If its format is standardised, 
[0019] The above mentioned and other obiects and 
features of the invention wiil became more apparent and 
the invension itself wiii be bast understood by referring 
to the foliowirsg descriptior? of an err^bodiment taken in 
conjunction with the accompanying drawings wherein: 

Fig. 1 represents an architectural scheme of a sys- 
tem including gateway nodes QGSi^l and (3QSs'^]2 
according to the present invention, service nodes 
SQSiNI , SGSi^t2, SGSisiS, SGSN4 and SGSN5 ac- 
cording to the present invention, and routing nodes 
DPR1, DPR2, DPR3. DPR4, DPR5 and DPR6 ac- 
cording to the present invention; 
Fig. 2 iiiiistrates the structure of a private data pacff.- 
et PR-DP mulli-casted according to the present in- 
vention; 

Fig, 3 represents a functional block scheme of an 
embodiment of the gateway nods GGSM1 accord- 
ing to the present irwention; and 
Fig. 4 represents a functiortal biock scheme of an 
embodiment of the service node SGSN3 according 
to the p.!-esont invention. 

100201 Fig, 1 shows the internet INTERNET and a 
Genera! Packet Radio Service system GPRS-SYSTEM. 
The internet il'^JTERNET contains s plurality of IP {inter- 
net Protocol) routers !PR1, iPi=t2, iPRS and iPf^4 inter- 
conrsected vsa iinks and one terminal IE of the internet 
INTERNET is aisO drawn. The General Pacl^et Radio 
Service syslesri GPRS -SYSTCvK/i cor-iains two Gaieway 
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GPRS Supporting nodes G6SN1 asid GGSN2, a 
niirnbsr of data packet ,'«Jtsrs DPR:, DPR2, DPRS, 
DpR-l DPRci and DPR6. f;ye Service GPRS SupporlinQ 
norjss SGSN i, SGSN.?. SGSN3. SGSN4 arid SQSNS, 
and fivs baso staiiona BS1. ES2, 8S3, 8S4 and BS5. 
Also Six rrsobite stations or terminaSs of the GPRS-SYS- 
TEM are drawn in Fig. 1: MS1> MS2. MSZ, MS4, MS5 
arid MS6. 

[0021] in the internet INTERNET, the first iP router 
is corsnscted to both the second iP roiiter iPR2 
and to the third IP router 1PR3. The second IP router 
tPR2 is connected to the fourth \P router !PR4, the third 
tP router i PR3 is connected respectivefy to the first gate- 
way nods GQSN^ and to the fourth iP router iPR4, arid 
She jus;: mentioned fourth iP router !PR4 ij; conrKiCted ;o 
the second gateway node GGSN2. The tersninai TE is 
interconnected with tirje second \P router !PR2. \n the 
GPRS -SYSTEM . the first gateway node GGSN 1 is con- 
nected to both the first data packet router DPR1 and the 
second data pacKet router DPR2, The first data packet 
router DPR1 additionaily is interconnected with the third 
data packet router DPR3 and the first sea'sce node 
SGSN1, whereas the second data packet router DPR2 
is oniy interconnected with the third sesvice node 
SGSN3, The third data packet router DPR3 is connect- 
ed to the first service node SGSN1 , the secor^d service 
node SGSN2 and the third service nods SGSN3. These 
first, second and third service nodes SGSN1, SGSN2 
and SGSN3 are respectively connected to the first, sec- 
ond and third base stations BS1 , 832 and BS3, The sec- 
ond gateway node GGSN2 is connected to the fourth 
data packet router DPR4, This fourth data packet router 
DPR4 further is connected to the fifth data packet router 
DPR5 and to the sixth data packet router DPR6. The 
fifth data packet router DPR5 and the fifth service node 
SGSN5 are interconnected, and aiso the sixth data 
packet rouSer DPR6 and ihs fourth service rsode SGSi^4 
are interconnected. The just mentioned fourth service 
node SGSN4 is connected to the foiirth base station 
BS4 and the earlier mentioned fifth service node SGSNS 
is connected to the fifth base station BS5. The first rno- 
biie station !VSS1 is located wsthin the service area of the 
first service node SGSN1, the second rnobsle station 
^/1S2 as weii as the ti-::rd mobile station hi'iS3 are located 
within the service area of the third service node SGSNS. 
Mobile stations MS4, MSS and MSG are ail located m 
the service area of the fii^h service nods SGSN5. 
[00221 In the internet INTERNET data are communi- 
cated in accordance with the Internet protocol {IP), Data 
in other words are encapsuiafad in IP packets PU-DP. 
Such an IP p3cif,ef PU-DP is shown in Fig, 2 and con- 
tains an overhead section or iP header PU-H and a pay- 
ioad sectiorj wharetri user data can bo embedded. Cr;-s 
field of she iP header PU~H carries the address of the 
de.stination of the '-P data packet PU-DR In case the IP 
data packet PU-DP is destined to all members of a muitl- 
oasS group, the sender of the IP data packet PU-DP wlii 
embed an internet mufti-cast address PU-MCA in the 



destination address field of thai IP data packet PU-DP. 
The internet terrnina! TE In Fig. 1 for example is sup- 
posed to have seni an IP dala paci^.et PU-DP to such a 
n^uiti-cast group. The IP roulers iPRI, IPR2. iPR3 and 
5 !PR4 have the -ask io route IP data pae^kets from their 
origin to their destination{s). The iP routers IPR1 , iPR2, 
IPR3 and iPR4 therefo look at the contstits of the des- 
tination address field of the iP data packets they receive 
and can routs the !P data packets either by consulting 
^0 routing tabies or via explicit routing techniques. !n case 
an IP router, IPRI, IPR2, iPR3 or IPR4 receives an IP 
data packet PU-DP whose destination address field 
contains an internet muits-cast address Pi-J-ivlGA, the IP 
router will muHi-east She data packet PU~!3P: the data 
I's packet PU-DP is then forwarded to the IP routers that 
joined the rrssjiti-cast tree whereover such iP data pack- 
ets PiJ.-DP are routed towards ail members of the multi- 
cast group. 

[0023] In the GPRS-SYSTEM data packets are rout- 
ed towards mobile stations in accordance with the 
GPRS standard specification, whereto reference is 
made in the introductory oart of this patent appiication. 
The gateway nodes GGSN1 and GGSN2 provide inter- 
working with the internet iNTEilNET, and encapsulate 
an fP data packet PU-DP received frorn the Infernet IN- 
TERNET in a private data packet PR-DP that can be 
routed through the ePRS-SYSTElVl towards the desti- 
nation mobiie stations. This ope.^'ation Is i<.nown as tun- 
neling. Such a private data packet PR-OP wherein the 
IP data packet PU-DP is encapsulated, is shown in Fig, 
2. This private data packet PR-DP aiso contains an 
overhead section PR-H and a payload section wherein 
the IP data packet PU-DP is embedded, in accordance 
with the GPF-5S standard specification, tbe private data 
packet PR-DP is a pnvate IP (internet Protocoi) packet 
and consequently the overhead section PR-H thereof is 
an IP (internet Prottxjoi) header wherein aiso one field 
is reserved for the destination address of the private da- 
ta packet PR-DP. .As will be explained further, the gate- 
way node GGSP^I that encapsulates the IP data packet 
PU-DP in the private data packet PR-DP fiiis the desti- 
nation address fieid of the pnvate data packet header 
PR-H with a private multi-cast address PR-i'i^CA when 
t!"is destinahon address fieid of the IP data packet PU- 
DP coritairis an Iriterne- rni.i!ii cast address PU S\,'tC.A. 
fa034J The data packet routers DPR 1 , 0PR2, 0PR3, 
DPR4. DPR6 and DPR6 ir^ciude the functionality to 
route a private data packet PR-DP to its destination or 
destinations and, similarly to the IP routers iPR1 , iPR2, 
iPR3 and iPR4 in the internet INTERNET, thereto look 
at the contents of the destination address fieid of the 
phvete dale packeSs PR-[)P and cof)s;uit nxiiir-g tabies 
or perforf« explicit routin>3 techniques. The service 
nodes SGSf-41, SGSf^i2, SGSf^i3, 3GS^i4 and SGSNS 
keep track of the locations of the mobile stations and 
perform mobility security functions and access control 
compliant with the GPRS standard specification. Via the 
base stations BS1 , BS2, BS3> BS4 and BS5, the service 
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nodes SQSNI, SGSN2, SGSN3, SGSNi and 
ism 3b!s i.o ssJ (.jp rsdio coniiectlons lo the wobWe sta- 
tions MS1 , MS2. m3, MSA, MSS and MS6 so that the 
data packets can be delivered to the mobiSs stations 
MS1, MS2, MS3, USA. MSS and MSB. 
[0025] in the foliowing paragraphs, it -mil be supposed 
that the internet terminai TE ss th© origin of internet data 
packets PU-OP dss-tined to ths n-iernbsrs of s rnuiti-cast 
group vviii-! internet fnuiti-cas;J ^iddrsss PU-i'v1CA. lh& 
mobiie stattons MS1 , MS2, MS3, MS4 and MS6 want So 
seceive suoi"! (ia-a paokats; and thoreto request so 
came rnerrsber of tiifs internet multi-<;ast group. The reg- 
istration of these mobiie stations MSI , MS2. MS3, MS4 
and MS6 as members of the multi-cast group, as weli 
as the way wherein ttie internet data packets PU-DP 
destined to the members of this muiti-east group are 
routed towards the i-nobiie stations SVtSI, MS2, iV!S3, 
MS4 and MS6 in accordance with tne principles of the 
present invention wiii be explained in the next para- 
graphs. Reference wilS be mads to Fig, 3 and Fig. 4 in 
these paragraphs to address the required functionality 
respectively in the gateway nodes i3QSN1 and GGSN2 
and the service nodes SQSN1, SGSN2, SGSN3, 
SGSN4 and SGSNS to be able to fuifil the princspies of 
tts0 present Inventiort. 

[002©] Gateway nods GGSN1 of Fig. 1 is drawn in 
more detaii in Fig. 3 and inciudss an internet multi-cast 
address recognition device PU-t^EeOGNiTiON, a mul- 
li-cast address association device PiJ-PR-ASSOCIA- 
HON, a private data packet generator PR-GENERA- 
TION, a private data paci<,et transrriilter PR-TX, a moits- 
cast address table PU-PR-TABi_E, a routing table 
ROUTING-TABLE, a public josn/leave message receiv- 
er PU-JN/LV RX, and a private join/leave message gen- 
erator PR-JN,/LV GENERATOR. 
[00271 Tiie internet my iii-cast address recognstion de- 
vice PU-RECOQNiTiON, the muiti-east address asso- 
Giafion device PU-PR-ASSOC!ATiON, the private data 
pac!<et generator PR-GENERATIOfNi, and the private 
data packet transmitter PR-T.X are cascade coupied be- 
■ween a port of -he gateway node G.'SGNl whefc-o the 
third IP router iPR3 is connected in Fig. 1 and a port of 
■tie gatevifay node QGSN1 when'stothe data pacicet rout- 
ef.s DPR1 and 0PR2 of the GPRS-SVSTEM in r-ig, = 
are cotipied. The multi-cast address tabis PU-PR-TA- 
BLE interfaces with the muSti-cast address association 
device PU-PR-.ASSOGLA'fOi^^. and the rouiing -abie 
ROUl'iNQ-'f A8LE. interfaces with the private data pack- 
el transmitter F*F^~TX. The pubiic join/ieave message re- 
ceiver PtJ - JN/LV RX is connected to the port of gateway 
node GGSN1 whsreto data packet routers DPRI and 
DPR2 are coupisd. The ps-ibtic join/ieaye message re- 
ceiver PU-JN/LV RX further is coupted to the private da- 
ta packet transmitter PR-TX V!3 the pnvafe iOin.-'leave 
message generator PR-JN./LV GENERATOR, and aiso 
interfaces with the routing tabis ROUTING-TABLE. 
[002S| The sen/ice node SGSNS of Fig. 1 is drawn in 
mors detail m Fig. 4 and inciudss a private rnulti-cast 



address >ecoc:nst:on device PR RECOQNITIOf^, a pri- 
vate data packet oopis:- arici trarf3fn:t---?i COPY/SEfNiD, a 
muits-cast group registration device MS-REQISTR.A- 
TIGisI, and a pnvate foin/leave message recesyer PR- 

5 JN/LV RX. 

[0029] The private multi-cast address recognition de- 
vice PF^RECOGNi'f -ON and the private data packot 
copier and transmitter C0PV/SENf3 are cascade coo- 
pied t'etween a pttrf ot the servic e nc-de SOSN3 it;;:!! m 

>o coupled \o tix: data pacf-.e; router;; DPRS and DPR3 tn 
Fig. 1 , and a port of the sefvice node SGSN3 whereto 
the base station BS3 is coupled. To the port coupled to 
data packet routers DPR2 and DPR3 also ttie pns^ate 
loin/leave message receiver PR-JN/LV RX is connected 

^5 and this private join/ieave message receiver PR-JN/LV 
RX has an output terminal coupled to an snpur terminal 
the multi-cast group registration device MS~REGSS- 
r RATION. The muifi-cast group registration device MS- 
REGiSTRATiON intertaces wifh the private data packet 

so copieE and iransn^ttte: GOPY..SFND. 

[0030] If the second mobiie statiors ivlS2 wants to be- 
come member of the muitt-cast group with internet rnuit!- 
cast address PiJ-MCA, st vv!ll send a oublic join message 
to the sen/ice node SGSN3 in whose service area the 

2S moPsie station MS2 is residing. The service node 
SGSN3 cannot intensret thss pu&lic lojn message and 
transparently transfers the join message via the data 
packet routers to gateway node GGSlNSt , In the gateway 
node QGSN1, the pubisc jom.'leave message .'sceiver 

30 PU-JN/LV RX receives the public join message and so- 
Serprets this message. The private multi-cast tree in 
GPRS-SYSTEM is updated so that the tnternet data 
packets PU-OP addressed to tne internet multi-cast ad- 
dress PU-lViCA will be routed to the mobiie station MS2. 

35 in addition, the pubiic josn r^essage Is encapsulated in 
a private josn message by tne private ioin/ieave mes- 
sage generator PR-JN/LV GENERATOR and this pn- 
vate join message is sent to the service node SG&N3 
in whose service area mobiie station MS2 ts residing, tn 

40 this way, the service nods SGSNS ss made aware that 
the mobile station MS2 becomes member of the muiti. 
oast group with the internet multi-cast address PU-IVtCA 
and p-nvate muiti-cast address PR-MCA. Indeed, this 
multi-cast group is addressed within the GPRS-SYS- 

'IS TEsVi with a private multi-cast address PR-MC,A that is 
iinked to the public muiti-cas^ address PU-l\/iCA via a 
tabie piJ-PR -"fABi.E in ihe gateway node GGSNi arid 
via the muiti-cast group registration device MS-REGIS- 
TR.ATiOr>i in the sen/ice node SQ5N3 The just men- 

50 tioned multi-cast group regtstration device i\^S-REG!S- 
TRATiOi^ upon irsstruction of the private ioin/ieave mes- 
sage receive:- PR-JN/LV RX memonses that mopile sta- 
tion MS2 becomes member of the multi-cast group with 
public multi-east address PU-MCA and private multi- 

ss cast addiess PR-MCA, it is the -askot the gaioway node 
GGSN1 \o moniion io ihe iP router tPR'5 that i; wants to 
join the snternst muiti-cast group wsth ir^ternel multi-cast 
address P'U-MCA. Similarly to mobile .station iViS.2, .mo- 
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biie station MS3 will join th© pubfc multi-cast group with 
internet mLi!ti-cast address PU-MCA. A public joirj mes- 
sage 13 iransn-iitted fovv'ards gateway node QGSN1 and 
returned as a private join message to the service node 
SGSN3 in whose area the mobile station MS3 is located. 
In the ffluiti-cast group registration device iVIS-REGSS- 
TRATIQM it is memorised that mabiie statiott iVlS3 also 
wants to receive the private data packets desttrfsd to the 
muiti-cast grosjp with public multi-cast address PU-iVlGA 
ar^d private mufti-cast address PR-MCA. Also mobile 
stations MS1 , MS4 and MS§ become rriembers of ttie 
mults-cast group which is addressed by the internet mul- 
ti-cast address PU-MCA In the INTERIMS ET and which is 
addressed by the private multi-cast address PR-iViCA in 
the GPRS-SYSTEIVi. Mobile station MSI for example is 
registered as member of tnis multi-cast group in the 
service node SGSN1, In a similar way, service node 
SGSN5 registers that the mabiie stations MS4 and MS6 
have pined this muiti-cast group. 
[S031] Summarising, a registration mechanism is pro- 
vided irt theGPRS-SYSTEiVI whereby the service nodes 
SQSN 1 , SGSN2, SGSN3, SQSN4 and SGSN5 register 
which mobiie terminals , iVlS2, IV1S3, ivSS4 and f^S6 
joined a public muiti-cast group via a join message that 
is sent to a gateway node and returned thereby as a 
private join message. In case a mobile station moves to 
another service area, the registered information must be 
updated. This update may forrr! part of the inter SGSN 
rotating area update procedure in a cellular mobiie sys- 
tem. In case a mobile station wants to be deleted as 
member of a public mijiti-cast group, it vviiS send a isave 
rriessage which is treated in a similar way as the join 
messages. The service node thereupon de-registers the 
mobiie station as member of the muiti-cast group. 
[0032] If an mternet sewer or a terminal TE transmits 
internet data paci<ets PU-DP addressed to mernbers of 
the internet multi-cast group with interne! multi-cast ad- 
dress PU-MiC.A, these packets will be ro(jtcid to the gate- 
way nodes GGSN1 and GGSN2 because these gate- 
way nodes joined the multi-cast tree associated with that 
internet multi-cast group as explained above. The inter- 
net mults-cast address recognition device PU-RECOG- 
iNilTSON in gateway node QGSNI detects that the re- 
ceived internet data packet PU-DP Is addressed to the 
internet multi-cast group by recognising Internet multi- 
cast addresjs PU-MCA in the destination address field 
of the internet data packet PU-OP. The Internet multi- 
cast fecogriition device PU-RECOGNITION instructs 
the multi-cast address association device PU-PR-AS- 
SOCSATIOk' to retrieve from the multi-cast address ta- 
ble PU-PR-TA8LE the private muiti-cast address PR- 
ivlCA that ss associated with the internet mu:Sti-<;ast ad- 
dress PU-MCA, This private muits-east address PR- 
MGA in an aiisrnative embodiment of the invention with- 
out multi-cast address table PU-PR-TABLE may be 
equal to the public rr5ulti-cast address PiJ-iV1G.A. The in- 
ierrjst data packet PU-DP is encapsulated in a private 
data packet PR-DP by the private data packet generator 



PR-QENER.ATION and is forwarded by the private data 
packet transmitter PR-TX over the private muiti-cast 
tree addressed via private multi-cast address PR-i\^CA, 
The private data paci-vet transmitter PR-TX thereto con- 
5 suits the routing table ROUTING-TABLE, The Internet 
data jiacl^et P'J-DP, encapsuiated in the privase data 
packet PR-DP, consequently Is mufti-casted once to the 
service node SGSN3 and not trai-islefred two Urnes to 
service nods SGSN3 because tx»/o mobile stations :MS2 
10 and MS3 in its service area want to receive this data 
packet PU-DP. Irs the service node SGSN3, the private 
muiti-cast address recognition device PR-RECOGi^i- 
TION recognises the private multi-cast address PR- 
yCA in the header PR-H of the private data packet PR- 
■'•5 OP and thereupon instructs the data packet copier and 
transmitter COPY/SEND to send copies of the data 
packet PU-DP to all mobile stations. MSS and MS3, that 
are member of the public muiti-cast group addressed 
via the public multi-cast address PU-MCA. The private 
so data packet copier and transmitter COPY/SEND thereto 
consults the memory of the rrsulti-casf group registration 
device ivIS-REGISTRATION. in a similar way as de- 
scribed for mobiie stations iVIS2 and tvISS, the public da- 
ta packet PU-DP will be routed to the mobde station MSI 
2S and Wis! be routed to the mobile stations y S4 and 

To transfer the data packet PU-DP to mobile stations 
iVlS4 and iV^S6, the data packet again wlii be multi-cast- 
ed only once to sen/ice node SGSN5, which will dupli- 
cate the data packet PU-DP and send a copy io each 
30 one of the rrjobile stations MS4 and MS6, 

[0033] Summarising, the private data packets PR-DP 
wherein public data packets PU-DP destined to an In- 
ternet multi-castgroup are encapsuiated, are multi-cast- 
ed in the GPRS-SYSTEIV4 up to the level of the service 
35 nodes. This is made possible by associating private mul- 
ti-cast groups with the internet multi-casi groups and by 
maintaining in the service nodes which mobile statiorss 
are member of the different public multi-cast groups. In 
this way, the required bandwidth tor transfer of multi- 
''0 cast traffic between the gateway nodes and the serxrice 
nodes of the GPRS-SYSTEM is reduced significantly, 
[0034J Although !mpteme.ntation of the invention has 
been described above for transfer of Internet data pack- 
ets over the internet and over a GPRS system interfac- 
es Ing with the internet, it is clear that she same principles 
can be applied to transfer for example IP or X ,25 data 
packets over respectively an IP or X.25 network and a 
UMTS (Universal Mobiie Tslecommunscations System) 
system, interfacing with the IP or X.25 neivjofk. in fact 
50 the invention can be applied in any system wherein pri- 
vate mobile data pacKets tunnel pubhc data packets re- 
ceived from a public or exterr^ai data packet rieiwork to- 
wards mobile stations, Irrespective of the particular pro- 
tocol thai is used in the public data packet network and 
ss the mobile network. 

[0935] It is also re,marked that introduction of the 
present inventlort in a GPRS system is not complex be- 
cause a GPRS system already uses the internet Proto- 
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USS) over said pubSic data packet network (INTER- 
NEY) snd said n^obils data oacKn:t net^orK (GiPRS- 
SYSTEM}, 

CHARACTERISED \N THAT said gateway 
5 node (GGSN 1 ) ksrther comptises: 

CiATiON) to associate a private muSti-cass ad- 
dress (PR-MCA) with said public mylti-casf ad- 

fo dress (PU-MCA): and 

c. Drivafe data packet generanon fneans (PR- 
G&r^ERATiON) to generate pnvate data pack- 
ets (PR-DP) for tunr^eiSing said public data 
packets (PU-DP) through at Seast part of said 

is mobile data packet network (GPRS-SYSTEM) 

towards sasd rnobsle stations (MS1 < MS2, MS3. 
MS4. iVlS6), said private data packets (PR-OP) 
having said private msjiti-cast address (PR- 
MCA) in an overhead section tiiereof. 

20 

3, Gateway node (GGSN 1 ) according to ciairrs 2, 

CHARACTERiSED !N THAT said gateway 
rsode (GGSN t ) further comprises: 

35 d. public join/ieave message receiving mearss 



co! to tunnei pobiio data packets from the gateway 
nodes to ths ssrvice nodes, introduction of private muiti- 
cast iP addresses, similar to the pufoSie rr^y its-cast group 
IF* addresses that are used in the inSerrset makes Ihe 
invenlion feasible. No adapiatiOf> of the protocol is re- 
quired in the QPRS system to srsaSie introduction: of ihe 
present invention. 

[00361 Furthermore it is fioticed tiiat the private multi- 
cast address and public multi-cast address associated 
with each other can be equal. The association of a pri- 
vate multi-cast address with a public muiti-cast address 
then becorrses very simple becasjse m tables are re- 
quired in tiie gateway nodes and service nodes. The 
fieKibiiity in use of private addresses is increased if tiie 
private roLiiii-cast address asssxjiated wiih a public rnui- 
ti-cast address Is not equal -hereto. The link between 
private and public multi-cast addresses then however 
has to be memorised in a centralised or distributed da- 
tabase, 

[003?] Wtiiie the principles of the invention have been 
described above in connection with specific apparatus, 
it is to be cleariy understood that this description is made 
oniy by way of example and not as a limitation on the 
scops ot the invention. 



1. SVlethod to transfer public data packets (PU-DP) 
from an originating terminal (IE) to at least a plu- 30 
rality of rnobiie stations (MS ! , fVIS2. MS3, MS4. 
MSB) over a puPiic data packet netwyork (iNTER- 
f'-iET) and a mobile data packet network (GPRS- 
SYSTEft/i) whereby said publsc data packets (f-'U- 
DP) are muiti-casted through said public data pack- 35 
at network (IMTERNET) by means of a muiti-cast 
address (PU-ft/ICA) in an overhead section (PU-H) 
of said public data packets (PU-DP), 

CHARACTERISED IN THAT said public data 
■jackets (PU-DP) are further muiti-casted through •^o 
at least part of said mobile data packet network 
(GPRS-SYSTEi'v^) by means of a private n-iuiti-cast 
address (PF^-!V1CA) in an overhead section (PR-H) 
of private data packets (PR-OP) that tunnel said 
public data packets (PU-DP) through at least said '*s 
pan of .said mobile data pacl^ei rjetwori'; (GPRS- 
SYSTEM). 



(PU -JN/LV RX), adapted to receive a join/ieave 
mesrsage from a mobile station (MS2) Indicat- 
ing that said mobile station (MS2) wants to join/ 
leave a public muiti-cast group; and 
e, private jom/ieave message generating 
means (PR-JN/LV QENER.ATiON). coupled to 
said public josn/leavs iviessage receiving 
means (PU-JN/'LV RX) and adapted to gener- 
ate a private data packet for tunnelling said join/ 
leave message from said gateway node 
iQQSNI) to a sefvice node (S6SN35 of said 
mobile data packet network (GPRS-SYSTEM) 
serving said mobile station (MS2), 

4, Gateway node (QGSN1) according to claim 2 or 
clasm 3, 

CHARACTERiSED IN THAI" said address as- 
sociation mean-i (PU-PR-ASSOCiATION) is ad".tpt- 
ed to associate with said public muiti-cast address 
(PU-MCA) a private multi-cast address (PR-MCA) 
that is equal to said public multi-cast address (PU- 



2. Gateway nods (QGSNt) for interfacing between a 
public data packet network (INTEF-^NET) and a mo- so 
bile data packet iH-,--worl< (QPRS-SYST--:^'I), said 
gateway node (GGSN1 ) comprising: 

a. public multicast add:e;-5s recognisioii 
means (p-.J-RECOGNITIor4) to fecogfjise a pubilc 
multi-cast address (PU-MCA) in an overhead sec- 
tion (PU-H) of public data packets (PU-DP) sent 
from an originating terminal (TE) to at least a pSu- 
ralsSy of mobile stations (MSI. MS2. iVIS3. !ViS4, 



S, Gateway node (GGSN1) acconJing to claim 2 or 
claim 3. 

CHARACTERISED !N THAT said address as- 
sociation means (PU-PR-ASSOCIATiON) t$ adapt- 
ed to assocja-e with said pobli-:; Eriuiti-cast address 
(PU-MCA) a private muSli-cast add.'-ess (PR-MCA) 
linked to said public multi-cast address (PU-MCA) 
via a table (PU-PR-T,ABLE) comprised in said gate- 
way node (GGSN 1 ). 
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S. Sefvscs nods (SGSH3} for serving in a mobile data 
pockei network (GPRS-SYSTEy) data packet 
communication to mobite stations (MS2, MS3) with- 
in 3 certgin service area, 

CHARACTERiSSD IN THAT said service 5 
node (SGSN3) comprises, 

a. private JTSisSSi-cast address recognition means 
{PR RCvGOGNiTiON) to recognise a privaK- 
rawiii-cast address (PR-MCA) in an overhead 'o 
section (PR-H) of private data packets {PR-DP) 
that tunnsl through at least part of said mobile 
data packet networlt (QPRS-SYSTEM) public 
data packets (PU-DP) sent from an originating 
tersninas (TE) over a public data packet network '5 
(INTERNET) and said mobiSe data packet net- 
work (GPRS-SYSTEM) to at least a plurality of 
rnobiSe stations (MS2, MSB) wsShin said service 
area; arid 

b. means (COPY/SEf^D) to generate copies of so 
said public data packets (PU-DP) and to send 

a copy to eacS^ one of said mobile stations 
(sViS2. MS3). 

7, Service node {SGSN3) according to claim 6, 2S 

CHARACTERISED iN THAT said ser\dC6 
node (SGSf'JS) further comprises: 

c. private join/leave message receiving means 
(PR-JN/LV RX) adapted to receive a private so 
join/ieave message indicating that a rriObiie sta- 
tion (MS2) wants to join/leave a pubSic multi- 
cast group; and 

d. registration means {MS-REGfSTRATION), 
coiipled to said private joln/lsave message re- 3S 
ceiving means (PR-JN/LV RX), and adapted to 
register inciusiors and deletion of a rrsabile sta- 
tion (ivlS2)- 

8, Service node (SQSN3) according to claim 6, 

CHARACTERISED IN THAT said service 
node (SQSN3) further comprises; 

e. GPRS join/leave message receiving means 

to receive a GPRS message indicating that a 45 
mobile station (MS2) wants to |oln/leave a pub- 
lic multi-cast group; and 

f. registration means (fi4S-REGISTRATION) 
coupled to said GPRS join/teave message re- 



sts (PR-DP) being adapted to tunnel public data 
packets (PU-DP) sent from an originating terminal 
(IE) over a public data packet network (INTEFiNET) 
and said mobile data packet network (QPRS-SYS- 
TEtvl) to a? ieast a pluialliy of mobtie sSations (MS ; . 
MSg, MS3, US4, mSQl 

■iHARACTvIRISGO IN TliAT said roiJting 
node ;0PR1. DPRS, DPR3, DPR4, OPRo. DP»f5) 
comprisas means to multi-cast said private data 
packets (PR-DP) by means of a private multi-cast 
address (PR-IViCA) in an overhead section (PR-H) 
of said private data packets (PR-DP), 



ceiving rneans and adapted to register incisj- so 
sion and deletion of said mobile station (MS2) 
to or from said public multi-east group. 

Routing node (OPRt , DPR?;, DPR;"3, DPR4, DPRfS, 
DPR6) tor routing private data packets (PR-DP) ss 
from a gateway rsode (GQSKH ) to at least one serv- 
ice node (SGSN 1 , SQSN3) of a mobile data packet 
network (GPRS-SYSTEi^), said private data pack- 
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